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The short version

+ An empirical, automated method of measuring
web tracking across countries

» Deployed In four countries representing three
regulatory styles

+ Significant differences found In amount of
tracking

- Where do these come from! Site > user,



Privacy and regulation



A HELPFUL VENN DIAGRAM



Privacy

* [t's hard to define.

» It's an incredibly relative concept: culturally,
hersonally, technologically. ..

* [t's an incredibly dynamic concept that changes
along with many social and technological
factors.



"Privacy Is a value so complex, entangled In
competing and contradictory dimensions, SO

engorged wr

.t

nat | somet

h various and distinct meanings. ..

mes despalr whether 1t can be

usefully addressed at all.”

—Robert C. Post

Three Concepts of Privacy, 89 GEO. L J. 2087, 2087 (2001).



This doesn't really make for the easiest landscape
when It comes to regulatory action...



Behunin & Associates, PC.
http://sunsigndesigns.com/prod/behuninassociates/privacy.html



http://sunsigndesigns.com/prod/behuninassociates/privacy.html

Regulatory Regimes

» Contrasting models of digital privacy regulation
- Comprehensive (“European’)
» Sectoral ("American™)
» Co-regulatory
 None/other

» Different philosophies and methods!



Comprehensive



Regulatory Regimes

* Comprehensive
* Privacy Is a fundamental right.

» Legislated, top-down restrictions on
collection, use, and disclosure.

» Enforced by dedicated regulatory bodies.



Sectoral



Regulatory Regimes

- Sectoral
* Fewer fundamental protections.

* Privacy where it's deemed to be needed: more
of a patchwork.

+ Health (HIPAA), children (COPPA)—
differences between US states.

* Emphasis on industry self-regulation and
cooperation: 'notice and choice”™




TECHNOLOGY SLIPSTREAM

An American Quilt of Privacy Laws, Incomplete

By NATASHA SINGER MARCH 30, 2013

WE don’t need a new platform. We just need to rebrand.

Email
That was the message of a report from the Republican Party a few weeks
W Save ago on how to win future presidential elections.

It’s also the strategy that Peter Fleischer, the global privacy counsel at
Google, recently proposed for the United States to win converts abroad to
its legal model of data privacy protection. In a post on his personal blog,
titled “We Need a Better, Simpler Narrative of U.S. Privacy Laws,” he
describes the divergent legal frameworks in the United States and Europe.

The American system involves a patchwork of federal and state privacy
laws that separately govern the use of personal details in spheres like
patient billing, motor vehicle records, education and video rental records.
The European Union, on the other hand, has one blanket data protection
directive that lays out principles for how information about its citizens may
be collected and used, no matter the industry.




Co-regulatory



Regulatory Regimes

» Co-regulatory

» Reliance on industry self-regulation with a
osovernment “backstop”

» Industry bound to create enforceable codes

» Most notably in Australia.



Regulatory Regimes

* No regulation

» Lack of effective legislated privacy law
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Do these regulatory (and geographic)
differences lead to any quantifiable impact?



Do these regulatory (and geographic)
differences lead to any quantifiable impact?

What is driving these differences?



VWeb measurement
methods



VWeb measurement

» Measuring what the user (and their browser)
actually sees and receives

» Assessing and quantitying what happens “in the
wild” In a variety of srtuations

» Challenges: automation, control, randomization,
consistency




Our approach

Overview

» Standardized
* Python + OpenWPM library

* Reproducible

- Open source, scripted
* Empirical

+  Controlled, automated, no humans
» Realistic*

- Flash, JavaScript, Firefox engine



Our approach

Overview
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Our approach

Network infrastructure

* How do you source a network endpoint in
different countries!

or Is a possibility, but messy to work with
» Sourcing VPN Is an unreliable process

» Both Introduce extra confounds into the
measurement process




Our approach

Network infrastructure

10 AWS Regions
- 50+ AWS Edge Locations



Our approach

Network infrastructure

DE
Frankfurt

Sectoral Comprehensive Co-regulatory



OpenWPM 0.2.1
(Engelhardt et al, 201 4)
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Our approach
Web crawling

* What do you crawl!

- Alexa“Top Srtes” API - Globally and by country

+ Some overlap (google.com), some localized (google.de),
some local (spiegel.de)

* What do you record?
+ OpenWPM lets you do everything!


http://google.com
http://google.de
http://spiegel.de

Our approach

Heuristics

.Ap

proach A: third-party HT TP requests and

cookies.

e

+ Rough metric, but can be representative

irst-party requests have been exempted from
efinrtion of tracking/advertising (Do Not Track

S
. Ap
WweE

becification™)

proach B: match against a large database of
b assets generally agreed upon as tracking

*McDonald and Peha (201 1),
“Irack Gap: Policy Implications of User Expectations for the Do Not Track’ Internet Privacy Feature”
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Our approach

Heuristics

» Approach B: parse and match against open-
source ad blocking rulesets

* We chose Easylist, the most commonly used
and distributed AdBlock list

» Easylist Ads and EasyPrivacy list

» Over 50,000 regex-based rules
» adblockparser Python module*

* https://github.com/scrapinghub/adblockparser



https://github.com/scrapinghub/adblockparser

Our approach

Analysis

Extract full URLs from HT TP requests, domains from set cookies

Test all requests against
all rules to get number of “hits”

Summary statistics

o Aggregate and summarize



Key observations



Third-party requests/cookies

* Rank test against totals and normalized ratios

UsS 1 UsS 1

i b < 0.0005 i b <0.05
AU 2 <. N DE 2 _
DE 3 & AU 3 ,  alns
- b < 0.0005 J
JP 4 & JP 4



Third-party requests/cookies

» The Unrted States has significantly more activity
across both metrics

» Interesting differences across countries and
models

» Caveat: sample representativeness



Ad blocking rules

Origin-dependent activity

» Does tracking activity change depending on the
origin of the user or the origin of the website!?

ow Mmuch do we need to control for
oeographic factors!

» Synchronized crawl of top 500 global websites
(same sites from different locations)

» No significant differences!



Ad blocking rules

Country-level results

Average Average Average
requests/page hits/page % hits

Country

AU

DE

JP 103.2 4.1 9%

UsS 120.0 9.3 8%




Ad blocking rules

Country-level results

Country A Country B Z 95% CI For Change

UsS JP [0.028, 0.040]

us DE 7.77  <.0001 [0.018, 0.031]

UsS AU 2.57 <.02 [0.001, 0.014]

JP DE -3.64 <.0005 [-0.013, -0.002]

DE AU -5.29  <.0001 [-0.021, -0.009]

AU AU -8.33 <.0001 [-0.031, -0.019]




Ad blocking rules

Results

» Trackers accounted for 1.5 - 2.1% more
requests compared to advertisements

» Considering that both make up less than 6%
of total page assets. ..

- User awareness



Ad blocking rules

Results

» Significant differences between all pairs of
countries

» United States: more activity In all cases

» 0.1% compared to Australia
* 4% compared to Japan

» 4% x ~ 100 average requests = 4+ tracking
elements



Challenges



The policy lifecycle

* “In the wild”’; Implement, enforce, monrtor
(the hard part)

Wheelan (2010)
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Policy challenges

» Are these regulatory models doing what they're
supposed to!

» |s this (admittedly narrow) viewpoint where we
would see the effect! If not, where else!

+ How do you define a privacy standard?! How
do you translate it/




Cultural challenges

» US vs. Japan: sectoral vs. sectoral
+ Why does the US have more tracking!

» Cultural practices, business norms, “Internet
ecosystem’’, what's popular

« Website business models

» Qutliers: news websites! (6000+ cookies!)



Cultural challenges

* How do we In
collectl

ow does culture affect Internet use!

ersect this with businesses’ data

on habr

N



Technical challenges

- What If the Internet looked a bt different!?

» China, other “interesting places”

BailNEE (&)W

www.baidu.com P Q0Q.COM

YR (B iR

Taobao.com weibo.com



Technical challenges

» |s first-party still a relevant distinction?

* Inter-session, inter-device, and more pervasive
forms of tracking

BMO Capital Markets

Facebook
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http://www.businessinsider.com.au/how-facebooks-fbx-ad-exchange-works-2013-1

Technical challenges

* Is online / web activity deterministic?
* Page loads

* People
« Devices
« Locations

* |Internet connections

he list goes on...



Keep in mind...

» Limrted sampling base (more internet
connections needed!)

» Differences within regulatory models
* You can always use more controls

- Time of day, changes In sites, ISP policy,
browser type, numerous other variables

* Replication!



At the end of the day

ow effective are regulatory models for
brotecting end users!




L

Wow. 57 trackers are watching as |
book a room on the Hilton website!

@JULIAANGWIN %
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m (April 2015)


https://donottrack-doc.com

Thank you!

Questions!?

Nathaniel Fruchter <fruchten@cmu.edu>

Hsin Miao <hsinm@andrew.cmu.edu>

Scott Stevenson <sbsteven@andrew.cmu.edu>
Rebecca Balebako <balebako@rand.org>

Carnegie Mellon University
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